MHO®OPMALIMOHHASA NMAMATKA
AnA ObYHAIOLWLWUXCA ANA PASMELLUEHUA
HA OPULIMATIBbHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJOJCKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKU OIHH W3
CaMbIX aKTHBHBIX Tnoib30Barened Pynera. Mexay TeMm, NOMHMO OrpOMHOTO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECET M MpOoOJieMbl. JTa MaMsaTKa JO/DKHA TOMOYb Tebe 0e30macHo
HaXOIUTHCSA B CETH.

Komn bHOTEpPHbIe BUPYCbI

KoMInbIOoTEpHBI BUPYC - 3TO PAa3HOBUIHOCTb KOMIIBIOTEPHBIX IIPOTrpaMM, OTIMYUTEIIBHOU
0COOEHHOCTBIO KOTOPOIl SBJISETCS CHOCOOHOCTh K pa3MHOXEHHUI0. B 1onoiHeHne k 3TomMy, BUPYCHI
MOTYT TMOBPEAWTh WM TIOJTHOCTHIO YHUYTOXHUTH BCe (hailfibl M JaHHBIC, MOJKOHTPOJIbHBIC
II0JIb30BATENI0, OT UMEHHU KOTOPOro OblIa 3alylleHa 3apaKeHHas IporpaMma, a TakkKe MOBPEAUTh
WIA JaXe YHHUUYTOXXHUTH ONEPALMOHHYIO CUCTeMY CO BcemH (paiimamu B menmoM. B GombmimHCTBE
CJIy4aeB pacIpOCTPaHAIOTCSA BUPYChl YEPE3 UHTEPHET.

MCTOI{I)I 3aIl0UTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. I/ICHOHLSYﬁ COBPCMCHHBIC OIICPALIMOHHLIC CHCTCMbI, HMCHOIIHC cepbe3an71 YPOBCHb
3al0UTHI OT BPCAOHOCHBIX IIPOrpaMMm;

2. TlocrossHHO ycTaHaBnuBail madtu (uUMQpoBBHIE 3aIUIaTKU, KOTOPHIE AaBTOMATUYECKU
YCTaHABJIMBAIOTCS C LEJIbIO JOPA0OTKM MPOTPaMMBbl) U APYrre OOHOBIICHHS CBOEH ONEparmoOHHON
cucrembl. CkaunMBail UX TOJNBKO ¢ odunuaibHOro caiita paspaborunka OC. Ecnm cymectByeT
PEXHUM aBTOMaTHYECKOTr0 OOHOBJIEHMUSI, BKIIFOYH €T0;

3. Pa0Gotaii Ha CBOEM KOMITBIOTEPE O] TIPAaBaMHM I0JIb30BATEIIS, @ HE aJIMUHUCTPATOpa. DTO HE
ITIO3BOJIUT 60J'II)IHI/IHCTBy BPCAOHOCHBIX ITpOTrpaMM HHCTAJIJIMPOBATBCA Ha TBOEM IICPCOHAJIBHOM
KOMITBIOTEPE;

4. Hcnonp3yil aHTHUBUPYCHBIE NPOTPaMMHBIE TNPOIYKTHl M3BECTHBIX INPOU3BOAUTENEH, C
aBTOMaTM4YECKUM OOHOBJIEHUEM 0a3;

5. Orpanuub pU3NUECKUIl TOCTYN K KOMIIBIOTEPY AJIi TOCTOPOHHUX JIUII;

6. Vcnonp3yil BHEIIHWE HOCUTEIM MHQPOpMAIMM, Takue Kak (emka, Auck win (ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMITbIOTEpHBIE (Daiiiibl, HOTYUYEHHBIE U3 HEHAJECKHBIX UCTOUYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE IpUCIIall TBOM 3HAKOMBIN. Jlydllie yTOUHH y HETo, OTIIPABIISI JIU OH TEOE UX.

Cetun WI-FI

Wi-Fi - 910 He BUI mepenayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIL OpeHa, Mapka. Eme B
1991 romy Huaepnanickas koMmaHus 3apeructpupoBana Openn "WECA", yro o6o3Hadaino
cnoBocoueranue "Wireless Fidelity", koTopbrit mepeBoauTcst Kak "GecrpoBoHAs TOYHOCTB".

Jlo Hamero BpeMeHH JAoIuIa Jipyras abopeBuarypa, KoTopas sBJIsIeTCs TaKOH jKe TEXHOJIOTUEH.
Ot1o abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIEH 3BYKOBOM
texnuku Hi-Fi, uto B nmepeBoze o3HadaeT "BbICOKasi TOUHOCTH".



Ja, OecnnaTtHpli WHTEPHET-ZIOCTYN B Kade, OTENAX M adponopTax SBIAETCS OTIMYHOM
BO3MOXKHOCTBIO BbIXOZla B MHTepHET. Ho MHoOrme skcneprsl cuuTarot, uyTo olmenocrynHsie Wi-Fi
CEeTU HE ABISIOTCS O0€30MaCHBIMHU.

CoBeTbl 110 0€30IMacCHOCTH PabOTHI B OOIIEAOCTYIHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro nuuHyr0 nHbopMaiuio uepe3 odmenocrynusie Wi-Fi ceru. Paboras B
HUX, JKEJIaTeJIbHO HE BBOIUTH MAPOJIH JOCTYIIA, JOTHHBI U KaKUe-TO HOMEpa,

2. Wcnonp3yid u OOHOBJISI aHTUBHUPYCHBIE HporpamMmbl U Opanamayep. Tem cambIM T
obe3omnacuilb ce0s OT 3aKauky BUPYCa Ha TBOE YCTPOUCTBO;

3. IIpu ucnonwszoBanuu Wi-Fi otknroun dyrakuio "O0muit noctyn k dainaM u npuatepam’.
JlaHHast QYHKIMS 3aKpbITa 10 YMOJIYaHHUIO, OJHAKO HEKOTOPHIC MOJB30BATENIN aKTHBHPYIOT €€ IS
yA0OCTBa HCIIOJIB30BaHUS B paboTe WK y4eoe;

4. He ucnionp3yii myonuunbiii WI-FI muist nepenadun TMYHBIX TaHHBIX, HATPUMEP JJIS BBIXO/A B
COILIMAJIbHBIE CETU WUJTU B AJIEKTPOHHYIO TIOUTY;

5. Ucnonw3yii Tonpko 3amuinennoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e. mpu nHabope

nn,

BeO-aapeca BBOAW UMEHHO "";

6. B MmobunsHOM Tenedone orkitoun ¢pynkuuio "Tloakmrouenue k Wi-Fi apromarnuecku". He
JOIyCKaii aBTOMAaTHYECKOTO MOIKIIIOUeHHsT yeTporcTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

CoumnanbHble ceTu

COIII/IEUII)HI)IG CCTHU AKTHUBHO BXOIAT B HaAlly XW3Hb, MHOTHC JIIOAU pa60Ta}0T " JXUBYT TaM
NOCTOSTHHO, a B Facebook yxe 3aperncTpupoBaH MUIUTHAP/ YETIOBEK, YTO SBISETCS OAHOM CEAbMON
BCeX JKUTEIeH miaaHeTbl. MHOTHE IMONB30BaTeIN HE IIOHUMAaIOT, 4TO I/IH(i)OpMaHI/IFI, pasMcliCHHasd
UMH B COLMAIBHBIX CETSIX, MOXKET OBITh HaiiJieHa M UCIIOIb30BaHA KEM YTOIHO, B TOM YHCJE HE
00s13aTeNIbHO C OIaruMu HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COMaJIbHBIX CCTAX:

1. Orpanuub CIUCOK Apy3ed. Y TeOs B APY3bAX HE JOJDKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JIoJIeH;

2. 3ammiail cBOIO 4acTHYIO *u3Hb. He ykaspiBail maponu, TeneQoHsl, aapeca, JaTy TBOETO
POXKIEHUS U JpPYrylo JHYHYI HH(pOpMaluio. 3JIOyMBIIIJICHHUKA MOTYT HCIIOJIb30BaTh Jlaxe
I/IH(l)OpMaHI/IIO 0 TOM, KaK Tbl U TBOU POAUTECIIN IIJIAHUPYETE MPOBCCTHU KaHUKYIIBI,

3. 3amuimai CBOIO pemyTaluio - IePKHU €€ B YUCTOTE M 3ajaBail ceOe BOMpPOC: XOTelN Obl ThI,
yTOOBI JpPYTrHU€ TOJB30BATENIM BUICIHM, UYTO Thl 3arpyxkaemb? [logymail, mpexiae dem dYTO-TO
OIyOJIMKOBaTh, HAMTUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHIIB C JIOABMH, KOTOPBIX HE 3HAEIIb, HE HCIOJIb3yld CBOE PEaIbHOE UMS U
JPYTYIO JINYHYI0 UHPOPMALIUU: UM, MECTO KUTEIHCTBA, MECTO Y4eObl U Mpoyee;

5. N3berait pasmemenns ¢gororpaduii B UHTEpHETE, TNE THI M300pakeH Ha MECTHOCTH, 110
KOTOPOI MOXKHO OIIPENEIUTh TBOE MECTOIOIOKEHHE;

6. Ilpu perucrpanuu B COIMATIBHOM CETH HEOOXOAWMO HCIIONIBH30BaTh CJIOXKHBIE MApOJIH,
cocrosiiye u3 OykB U IUdp U ¢ KOJMUYECTBOM 3HAKOB HE MeHee §;



7. dns conmambHOW CETH, MOYTHl M JAPYIMX CAaHTOB HEOOXOAMMO HCIIOJIb30BaTh pa3HbIC
naponu. Torga ecnm TeOs B3JOMAIOT, TO 3JIO0YMBIIUICHHHKH IOIy4YaT AOCTYH TOJBKO K OAHOMY
MECTY, @ HE BO BCE Cpa3y.

ONEeKTPOHHbIE AEeHbIn

DNEeKTPOHHBIE JEHBIM - 3TO O4YeHb YIOOHBIH CIOCOO IUIaTeXel, OJHAKO CYyHIECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TH JICHBIU.

9JI€KTpOHHBI€ JCHBI'M TIOABUJIMCH COBCEM HECAABHO M HMMCHHO H3-3a 3TOIrO BO MHOI'HMX
rocyaapcCrBax a0 CUX IIOp HE IIPOIMMCAHO IIPO HUX B 3aKOHAax.

B Poccun e oHu ()yHKIMOHHUPYIOT U O HUX yX€ MPOMUCAHO B 3aKOHE, IJe UX Pa3ZeisioT Ha
HECKOJIbKO BHJIOB - QaHOHHMMHBIE M HE aHOHHMMHbIE. Pa3HMIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX ~paspemiaercs MpOBOAUTH oOmnepanuu 0e3 UWACHTU(HUKAIMK [OJb30BaTeNsi, a B
HEaHOHUMHBIX UIEHTU(QUKALNS T0Ib30BaTeNs SABIseTCs 0053aTeIbHOM.

Taxke cieqyer pas3inyarh SIIEKTPOHHBIE (UaTHbIE ACHBIH (PaBHBI TOCYIApCTBEHHBIM
BaJIIOTaM) U AIIEKTPOHHbIE HEPHATHBIE TEHbIU (HE paBHBI TOCYAAPCTBEHHBIM BaIlIOTaM).

OcHOBHBIE COBETHI IO O€3011acHO paboTe C AMEKTPOHHBIMU JICHBTAMHU:

1. IlpuBsoku K cueTy MOOWIBHBIA TenedoH. DTO caMblil yqoOHBIM U OBICTPBIM croco0
BOCCTaHOBHTH JIOCTYII K cueTy. [IpuBsi3aHHbIN Tene)OH TTOMOXKET, €CIIH 3a0y/Ielh CBOM TUTAaTSKHBIN
MapoJib UM 3aii/Iels Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Vcnionb3yit omHOpa3zoBkie mapoiu. [loce mepexoma Ha YCHICHHYIO aBTOPU3AIINIO TeOe yKe
He Oy/ieT yrpokarh OMacHOCTh KPayky WIIH MepexBara MIaTeHOoro mapoJis;

3. BeiOepu cioxHblil napoisb. [lpectynHukam OyneT He mpOCTO yrajarh CIOXKHBIA HapoJib.
HanexHble mapoiu - 3TO Napoii, KOTOpbIE colep)kaT He MeHee 8 3HAaKOB M BKIIOYAIOT B cels
CTPOUYHBIE U MPONUCHBIE OYKBbI, IU(PHI U HECKOIBKO CUMBOJIOB, TAaKHE KaK 3HaK Joiiapa, QyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.I1. Hanmpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE IaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEIIb.
ONeKTpoHHasA noyTa

DNeKTpoOHHasl TOoYTa - ATO TEXHOJOTHUS M TMPEAOCTABISIEMBIE €0 YCIYTd 1O TEPEChUIKE U
MOJTYYEHUIO MEKTPOHHBIX COOOIIEHUH, KOTOPBIE pacpeAeNsitoTCsa B KOMIbIOTEpHOH ceTi. OObIYHO
AIEKTPOHHBIN ITOYTOBBIN SITITAK BBITTISIUT CIEAYIOUIUM o0Opazom:
UMs_TIONB30BaTesi(@uMsl_JoMeHa. Takke KpoMe Tiepeayd MPOCTOro  TEeKCTa, HMeEEeTCs
BO3MOXHOCTh TIEpe1aBaTh (Haiibl.

OCHOBHBIC COBETHI 110 0€30ITaCHOM pa60Te C BHCKTpOHHOﬁ MMOYTOM:

1. Hago BbIOpaTh NpaBHIIBHBIM MOYTOBBIA cepBUC. B MHTEpHETE €CTh OTPOMHBIM BBHIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYllle JOBEPATH TEM, KOTO 3HAaellb W KTO MEPBbIA B
pEeNTHHrE;

2. He yka3piBaif B JIMYHOM MoOuTe JUYHYI0 HH(popmauuto. Hampumep, mydiie BbIOpaTh
"My3bIKasIbHBIN (panat@" unu "pok2013" BmMecto "Ttemal3";

3. HCHOHLSYﬁ ABYX3TAITHYIO aBTOPU3AlHIO. 910 KOorga moMHUMO MapoJjisi Hy’>KHO BBOAUTH KO,



IpucbUIaeMbIil 1o SMS;

4. Beibepu cioKHBIN napoak. [ KaK10ro MOYTOBOTO SIIIIUKA JOJKEH OBITh CBOM HAJICKHBIMH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnum ecTb BO3MOXKHOCTH HamucaTh CaMOMY CBOM JIMYHBIM BOMNPOC, HCIOJB3YH ATy
BO3MOKHOCTB;

6. Mcnosb3yil HECKOJIBKO MOYTOBBIX AIIMKOB. [IepBbIii /1711 4aCTHOW MEPENUCKH C aJpecaTamH,
KOTOPBIM ThI JIOBEpSCIIb. JTO 3JEKTPOHHBIA aJpec HE HAJ0 MCIOJIb30BaTh MPH PErUCTPALMU HA
dbopymax u caifTax;

7. He oTkpbIBail ¢aiyibl U Apyrue BIOKEHUS B MHUCbMAaX, JaXe €CIIM OHU MPUIIUTH OT TBOUX
npyseit. Jlydiie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (ailibl;

8. [Tocne okoHYaHUsS paOOTHI HA TIOYTOBOM CEPBHCE MEpe]l 3aKPHITHEM BKIIAJKU C CAUTOM HE
3a0y1b HaXKaTh Ha "BeridTu".

KnbepOynnuHr unm BupTtyanbHoe usgeBatefibCTBO

KubepOymauHr - mpeciieoBaHrue COOOIICHUSMHU, COJACPKAIIUMU OCKOpPOJICHUS, arpeccuio,
3alyruBaHue; XYJIUTAHCTBO; COIMAIbHOE OOWKOTUPOBAHWE C IOMOINBIO PA3JIMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KHOEPOYIITHHTOM:

1. He Opocaiics B 60ii. Jlyumiuii crmoco0: mocoBeToBaThCsl Kak ce0si BECTU U, €CIIU HET TOTO, K
KOMY MOXHO OOpaTHThCs, TO BHa4YaJIe YCIIOKOUTHCSA. ECM ThI HAYHENIh OTBEYaTh OCKOPOJICHUSMU
Ha OCKOPOJICHHMS, TO TOJIBKO €II1e OOJIBIIIE Pa30AIKEIIb KOHMIUKT;

2. Yopasisii cBoei kubeppenyTannei;

3. AHOHMMHOCTHP B CETH MHHMAaS. CYIJ_[CCTBYI-OT CITOCOOBI BBISICHUTBb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XYIUTaHCKUIA 00pa3 BUPTyaJibHOM >kM3HU. VIHTEpHET QUKCHpYET BCe TBOU
NEMCTBUS U COXpAHSIET UX. YIaIuTh UX OyleT KpailHe 3aTpyIHUTENbHO;

5. CoGutozail CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHuuHbl HeratuB. OIHOpPa30Bble OCKOPOMTENBHBIE COOOILIEHUS JIydllle
urHopupoBarb. OOBIYHO arpeccus NpeKpamaeTcst Ha Ha4aJbHOU CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COLIMAIBHBIX
CETSIX €CTh BO3MOXXHOCTh OIIOKMPOBKH OTHPABKHU COOOIIEHHH ¢ OMpeeIeHHBIX a/IpECOB;

8. Ecnu b1 cBUneTenb KnbepOyuinHra. TBou AecTBUS: BHICTYIUTH IPOTUB MIPECIIE0OBATENS,
[I0Ka3aTb €My, 4TO €ro ACHCTBUs OLICHUBAIOTCS HEraTMBHO, MOJICPKATh JKEPTBY, KOTOPOM HYKHA
MICUXOJIOTUYECKasi IOMOIIlb, COOOIIUTE B3POCIBIM O (paKTe arpeCCUBHOTO MOBE/IEHUS B CETH.

Mo6unbHbIN TenedoH

CoBpemeHHbIE CMapTQOHBI U TUIAHUIETHI CO/IepP)KaT B cebe BIIOJIHE B3POCIbIM (DyHKIIMOHAM, U
TeNepb OHU MOTYT KOHKYpUPOBaTh CO CTAllMOHAPHBIMHU KOMIbOTEpaMu. OJIHAKO, CPEACTB 3alllUThI



UL TOJOOHBIX YCTPOWMCTB IOKa OY€Hb Maslo. TecTHpOBaHME M TOUCK YA3BMMOCTEH B HHX
IIPOMCXOUT HE TaK MHTEHCUBHO, Kak /i 1K, To xe camoe kacaeTcs 1 MOOMIIBHBIX TPUIIOKEHUI.

CoBpeMeHHBIE MOOWJIBHBIE Opay3ephl YK€ MPaKTUYeCKH JOTHAIM HACTOJNBbHBIE aHAJIOTH,
OIHAKO paciupeHue (QyHKIMOHANA BieYeT 3a OO0l OOJIBIIYI0 CIIOKHOCTH M MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MNPOU3BOJUTENM BBIMYCKAIOT OOHOBJICHMSI, 3aKPHIBAIOLINE KPUTUYECKUE
YS3BUMOCTH JJIsI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JIIA 0€30I1aCHOCTH MOOHUIBLHOTO TeJ'Ie(l)OHaZ

Huyero He sBnsieTcss mo-HAcTosAlIeMYy OecCIUlaTHBIM. bynb OCTOpOXKeH, Benb Korma Tebe
npeJiaraT OeCIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO ITUIaTHBIE YCIYTH;

Hymaii, npexxae yem otrpaButb SMS, ¢oro mim Buneo. Thl TOUHO 3HaEHIb, TI€ OHU OYIYT B
KOHEYHOM uTore?

Heo6xonrMo 0OHOBIIATH ONEpAIIHOHHYIO CHCTEMY TBOETO cMapT(doHa;
Hcnonp3yit aHTUBUPYCHBIE TPOTPAMMBI JIJ1s1 MOOMIIBHBIX TEIE(POHOB;

He 3arpy>1<a1?1 IMPUIIOKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BCAb OHU MOI'YT COACPKATH
BpCAOHOCHOC IIPOTPaAMMHOC 066CH€‘1€HI/IG;

[Tocne TOro Kak ThI BBIMJCIIL C CaliTa, 1€ BBOAWI JUYHYIO HH(OPMALINIO, 3ai/I1 B HACTPOUKH
Opay3epa u yaanu cookies;

Ilepuonnyecku npoBepsid, KAKUE IUIATHBIE YCIYIM aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBail cBoii HOMEp MOOWIBHOTO Tele(oHa TONBKO JIIOASM, KOTOPBIX ThI 3HACIIb U KOMY
JTOBEPSICIIIb;

Bluetooth momken OBITH BBIKIIOYEH, KOTJa Thl UM He Moib3yemibcs. He 3a0wiBaii mHOTIA
MIPOBEPSTH ITO.

Online vrpsbl

CoBpeMeHHbIE  OHJIAMH-WTPBI - OTO  KpPacoyHbIe, 3aXBaThIBAIOIIME  Pa3BICUCHUS,
OOBEIMHSIONINE COTHH ThHICAY YEIOBEK MO BceMy MHpY. VTpoKHM HUCCIEAYyIOT AaHHBI UM MUp,
0OIIaI0TCs APYT € APYTOM, BBITIOTHSIOT 3aJaHusl, CPAXKAIOTCSI C MOHCTPAMH M TIOJIY4YaroT OMBIT. 3a
YIOBOJICTBUE OHM IUIATAT: MOKYIMAIOT JUCK, OMJIAYMBAIOT aOOHEMEHT MU MPUOOPETAIOT KaKue-TO
OTIITUH.

Bce ot cpenctsa uayT Ha moAJiep)KaHUe M pa3BUTHE UIPbI, a TAKXKe HA caMy 0€30MacHOCTb:
COBEpPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIIMH, BBIITYCKAIOTCS HOBbIE NMaTuu (LHU(pPOBBIE 3aIIaTKU TS
IIPOrpaMM), 3aKpbIBAlOTCS YSI3BUMOCTH CEPBEPOB.

B HOJIO6HBIX HUrpax CTOUT OIacarbCsd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO Kpa>Xu TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHAa CUCTCMa aBTOpU3al[UU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30MaCHOCTU TBOETO HUI'POBOT'0O AKKAayHTa:

1. Ecniu npyroit urpok BeneT ceOs III0X0 WM co3/1aeT Te0e HENPUATHOCTH, 3a0JIOKUpPYH €ro B



CITUCKC UTPOKOB;

2. Iloxanyiicss aAMUHUCTpATOpaM HIPhl HA IJIOXOE IMOBEICHHE ATOT0 MIPOKa, >KEJIaTeIbHO
MPUJIOKUTH KaKHE-TO J0Ka3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii tuuHyr0 nHGOPMAIIHIO B TIpodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeoduMaabHbIE TAaTYd U MOJIBI;

6. Mcnionb3yii C10KHBIE U pa3HbIE APOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIHOUaTh aHTUBUPYC. [ToKa Thl Urpaeis, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

PULLIMHT UNKn KpaXxa JINYHbIX AaHHbIX

OOBIYHON KpaXkell JCHeTr W JOKYMEHTOB CErOJHS YK€ HUKOTO HE YIWUBHUIIb, HO C Pa3BHUTHEM
WHTCPHET-TEXHOJIOTUH 3JI0YMBINUICHHUKU ITEPEMECTHUIINCh B HHTEPHET, U MPOIOJKAIOT 3aHUMAThCs
"MrOOMMBIM" ZTETTOM.

Tak mosBUIach HOBas yrpo3a: HMHTEPHET-MOIICHHUYECTBA WJIM (UIIWHI, TJIaBHAas IEJb
KOTOPOTO COCTOMT B IIOJIYYCHUH KOH(MUICHIMAIBHBIX JAaHHBIX TIOJH30BATENCH - JIOTHHOB H
naponeil. Ha anrnuiickom si3pike phishing unrtaercs kak ¢umunr (ot fishing - peibnas noss,
password - mapoJb).

OcHOBHBIE COBETHI 110 60pHOE C PUIIUHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Ecii ThI 1IO103peBacliib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HEOOXOIMMO 3a0JIOKUPOBAaTh €€ W COOOIIMTH aJIMHHHUCTpaTopaM pecypca 00 3TOM KaK MOXKHO
CKopee;

2. Ucnone3yit Oe3omacHble BeO-CAThl, B TOM YHCJE, WHTEPHET-Mara3uiHOB U MOMCKOBBIX
CHCTEM;

3. Hcrnonp3yil clokHble M pa3Hble Mapoiu. Takum oOpa3oMm, eciau TeOs B3JIOMAOT, TO
3JI0YMBIIJIEHHUKH MOJTy4YaT JOCTYH TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3MOManu, TO HEOOXOAUMO MPEAyNpPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
no0aBiieHbl y T€0s B JAPY3bsiX, O TOM, UYTO TEOs B3JIOMajau M, BO3MOXKHO, OT TBOErO MMEHU OyneT
pacchUIaThCsl CIlaM U CCHUIKHM Ha (DUITMHTOBBIE CANTHI;

5. YeranoBu HaznexHbli napons (PIN) Ha MoOuibHBIN TenedoH;
6. OTKIIIOYM COXpaHEeHue Maposst B Opaysepe;

7. He oTkpeiBaii (aitsibl U apyrue BIOXKEHUS B MUChMaXx, JaKe €CIW OHU MPHUIILUIA OT TBOUX
npy3eit. Jlydnie yTouHu y HUX, OTTIPABIISUIN JIU OHH TeOe 3TH (ailibl.

LUudpoBas penytaumus

[udpoBast penyranust - 3TO HEraTMBHAs WJIM IO3UTHBHas HH(poOpManus B ceTu O Tebe.
Kommnpomerupytomast uHpopMaius, pa3MelleHHass B HHTEPHETE, MOXET CEepbe3HbIM 00pa3om



OTpa3uTbcs Ha TBOEH peanbHOU >ku3HU. "llndpoas pemyramms" - 3T0 TBOW HMHK, KOTOPBIHA
dhopmupyeTtcst u3 nHpopmaru o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa u
pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIUIMBACTCSI B CETH.

MHorue NOAPOCTKH JETKOMBICIEHHO OTHOCATCA K MYOJIMKAalWW JIMYHOM WH(POpMaLUU B
WuTepHeTe, HE TOHMMAs BO3MOXKHBIX ITOCIEACTBUM. Thl 1a)ke HE CMOXKELIb Orafarbcs O TOM, YTO
¢dororpadus, pazmerieHHas 5 JeT Ha3ald, cTajla IPUYMHON 0TKa3a NPUHATH TeOs Ha padory.

KommeHTapuu, pasmelieHue TBoux ¢ororpaduil U Apyrue NeMcTBUS MOTYT HE HCUE3HYTh
Jake TOCJIe TOTO, KaK Thl UX YAAJIHUIIb. Thl HE 3HACIIB, KTO COXPAHWII 3TY HH(POPMAIIHIO, IToTasa JIn
OHa B [TOMCKOBBIE CUCTEMbI U COXPAaHWJIACh JIM OHA, a INIAaBHOE: YTO MOAYMAIOT O TeOe OKpYKaIoLe
JIFOITU, KOTOpBIEC HAWIYT M YBUAAT 3T0. HaiiTh nH(pOpMAaIII0 MHOTO JIET CITYCTSI CMOXKET JIF000H - KaKk
U3 J00pBIX MOOYXKIEHUH, TaK U ¢ HAMEPEHUEM IPUYMHUTH BpeA. ITO MOXKET ObITh KTO YIOJIHO.

OcCHOBHBIE COBETHI IO 3aIUTE [HU(PPOBOI pemyTaIiu:

1. Iomymaii, mpexkae ueM 4YTO-TO NyONMKOBaTh W TMepenaBarb y cebs B Onore uiM B
COITMAILHOM CETH,

2. B Hactpoiikax mpo¢uis yCTaHOBH OTpaHMYEHHUS Ha MPOCMOTP TBOETO HPOPUIS M €To
COAEPKHUMOTO, Cclie]ai ero ToabKo "1st 1py3en';

3. He pa3meriaii 1 He yka3biBaii HH(POPMAIIUIO, KOTOPasi MOXKET KOro-au00 OCKOPOJISTh WK
00MXKarh.

ABTOpCKOE npaBo

CoBpeMCHHBIC IIKOJIBHUKH - aKTUBHBIC IMOJIb30BaTeNid IUGPOBOTO MpocTpaHcTBa. OgHAKO
JaJeKo He BCE 3HAIOT, YTO II0JIb30BAHUE MHOTUMH BO3MOXXHOCTSMH LM(POBOTO MHpa TpeldyeT
COOJIIOZICHU S TTPAB HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun '"WHTENNEKTyalbHasi COOCTBEHHOCTH"' OTHOCHTCA K pPa3jMYHBIM TBOPEHUSIM
YEJIOBEYECKOTO YMa, HAYMHAasl ¢ HOBBIX M300PETEHHI U 3HAKOB, 0003HAYAIOIMNX COOCTBEHHOCTh Ha
MPOAYKTHI M yCIYTH, U 3aKaHUMBas KHUTaMH, (poTtorpadusmMu, KHHOPUIEMAMH U MY3bIKAIbHBIMU
IMPOU3BCACHUSAMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEIEKTyaJbHYIO COOCTBEHHOCTh Ha MPOU3BEICHMS
HayKH, JINTEPATyphl U MCKYCCTBAa. ABTOPCKHME IPaBa BHICTYNAIOT B KAY€CTBE FapaHTUM TOTO, UTO
MHTEJUIEKTYaIbHbIN/TBOPUECKHI Tpya aBTOpa He OyAeT HalpacHbIM, JacT €My CIpaBeIIMBbIE
BO3MOYKHOCTH 3apaboTaTh Ha pe3ylbTarax CBOEro TPyHa, MOJYYHUTh M3BECTHOCTh W IpPU3HAHUE.
HuxTo Ge3 paspemieHus aBropa HE MOXET BOCIPOU3BOIUTH €ro MPOMU3BENCHHE, PACIPOCTPAHSITh,
nyOJIMYHO JIEMOHCTPUPOBATh, IPOAABATh, HMIIOPTUPOBATh, IMYCKaTh B MPOKAaT, IMTYOJIMYHO
UCTIOJIHATH, TOKa3bIBaTh/UCIIONHATH B dHpe Ui pazmeniars B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MporpaMMHOTO OOECIIEYeHHUST MOXKET MPHUBECTH K MHOTHUM
pUCKaM: OT TMOTEepH JAHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKM TBOEro YCTPOMCTBa, THe
yCTaHOBJICHA HeJleraibHas mporpamma. He cTouT takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETATbHBIE H
OecIuIaTHBIE POTPaMMBbl, KOTOPbIE MOKHO HAlTH B CETH.

O noprane

CCTCBI/I“IOK.p(I) - TBOH INIaBHBIM COBETUYUK B CETH. 3,[[CCB Thl MOXCIIb Y3HATH O 0e30I1acHOCTH B



CETH TIOHATHBIM U JOCTYITHBIM SI36IKOM, & MTPY BO3HUKHOBEHUH KPUTHUECKOW CHUTYaIlMH OOPaTUTHCS
3a COBETOM. A TakKe MPUHATH y4acTHe B KOHKYypCaxX U CTaTh CaMbIM LHU(PPOBBIM IPpaKAaHUHOM!



